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Three Challenges 

Aarauer Demokratietage≫ Digital citizenship education in the age of AI 2

Disinformation
Undermines trust in democratic 

institutions

(e.g., Chesney and Citron 2019; Hubacher 
2021; Mansell et al. 2025)

AI as Black Box
Opaque decisions, algorithmic 

discrimination

(e.g., Al-Amoudi et al. 2019; van Dis et al. 
2023; von Eschenbach 2021)

Solutionism & 

Determinism
Fixing AI problems with more AI 

instead of addressing the 

challenges

(e.g., Holmes and Tuomi 2022; Jandrić 
und Knox 2022; Mühlhoff 2025)
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Critical Thought
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Critical thinking/

scepticism

modus operandi for 

democratic citizens?

Trust

condition for democracy?

vs.

Critical Thinking vs. Trust?
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Digital citizenship education for 

the age of AI should foster

epistemic vigilance and

transformative capabilities
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Thesis:
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Trust

Trusting φ means that we accept φ’s utterances or outputs 

Oφ (e.g., φ’s advice) without questioning Oφ. 

Trust can be understood as a non-critical and 

accepting attitude.

Aarauer Demokratietage ≫ Digital citizenship education in the age of AI 5

(Hauswald, 2023; Nguyen 2023)
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A mix of higher-order reasoning, self-reflection, and 

attention to power, justice, and participation.

Scepticism is a core disposition within critical thinking.
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Critical 

thinking
(Andreucci-Annunziata et al. 2023; Bensley 2023; Hitchcock 2024)
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Healthy amount of scepticism
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Too much

Weaponised ‘scepticism’/ 

unjustified mistrust: destroying 

the epistemic minimal 

consensus that democratic 

deliberation requires.

(e.g., McKay and Tenove 2021)

Too little

Uncritical deference to authority 

undermines democratic agency. 

Danger of easier manipulation.

(e.g., Bertsou 2019; McKay and Tenove 2021)
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Epistemic 

vigilance

‘Direct’ vigilance

Evaluating individual media contents, 

arguments, and claims – reading competence, 

analytical skills, domain knowledge.

1

‘Indirect’ vigilance

Assessing the trustworthiness of institutions 

and sources as such – political knowledge, 

understanding of media ecosystems, epistemic 

capacities.

2

(Hauswald, 2023; Nguyen 2023)
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Critical media literacy +
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Critical media literacy

Artefact

System

‘Direct’ vigilance: Critical 

engagement with media content, 

identify bias and manipulation

‘Indirect’ vigilance: Assess 

institutional trustworthiness; 

contextualise sources

Function: Navigate the status quo

Critical-transformative 

engagement

What kind of artefacts (e.g. AI 

systems) do we need?

How should a system (political 

system, media system, etc.) be 

designed in order to earn trust?

Function: Emancipate from the status quo
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Stories of the Future
How could this look like?
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SNSF Agora Project | Geneva Graduate Institute | 2022–2024

30+ narrative foresight workshops across Switzerland with youth as co-researcher

(age of participants: 15–25)

Critical examination of AI’s role in democratic processes

Participatory construction of desirable futures through storytelling (and art)

(Dubbery et al. 2024; Hubacher et al. 2024)
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Conclusion
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1
Citizens must trust trustworthy institutions: but that trust must remain 

responsive, reactivating critical scrutiny when warranted.

2
Digital citizenship education should foster epistemic vigilance and capabilities 

for critical-transformative engagement.

3 This requires analytical and critical competencies, future literacy, agency, and 

systemic and technical knowledge – both on the part of citizens and teachers.
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